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Executive Summary 
 
IT leaders are transforming their infrastructure to enable digital transformation via 
increased use of software and cloud-based resources.  Their goals are to adopt nimble, 
more automated processes that increase customer satisfaction, improve work force 
productivity, and reduce costs.  In recent years, data center operations evolved and are 
reaping the benefits of adaptive software and the cloud.  Branch operations can be 
modernized to benefit from a migration to a software-based and controlled architecture – 
that we call SD-Branch. 
 
Branch operations are strategic for many organizations due to the number of remote 
employees, direct customer touch, critical local applications, and an increasing number of 
connected IoT devices.  Productivity and user/customer satisfaction at branch locations is 
highly dependent on WAN connectivity.  The widespread adoption of direct internet access 
(DIA) to connect users to popular cloud-based applications has significantly changed WAN 
traffic patterns.  Widespread mobility has further challenged WAN reliability and created 
new security challenges. The WAN must be reliable, high performing, and hardened to 
provide comprehensive security against attacks. 
 
Software networking technology is ready to revolutionize the way branch networks are built 
and operated.  Virtualization can collapse the number of network elements and eliminate 
branch appliance sprawl. Moving beyond SD-WAN, SD-Branch will optimize the user 
experience and work force productivity, provide for holistic security, greatly reduce remote 
management challenges, and be wholly controllable and automated by software.  The SD-
Branch can be deployed rapidly, managed centrally, and reduce network expenditures. 
 
Versa Network offers a SD-Branch architecture with a comprehensive feature set including 
SD-WAN, SD-Security, virtualization and Wi-Fi.  Versa’s solution allows organizations to 
create and manage a Secure Branch fabric via a zero-touch provisioning process. It provides 
centralized management of application-centric networking and security policies and 
business insights driven from a big-data analytics engine. 

 

Current Status of the Branch Network 
 
Operators of branch networks face a number of well-known challenges including the 
requirement to deliver high quality of experience to their users who increasingly access 



cloud-base SaaS applications.  Direct internet access, the addition of IoT devices, and 
increased mobility continue to stress security at the branch.  Many IT executives state that 
maintaining security policies, network devices and controlling sensitive information is the 
most difficult aspect of managing the WAN. 
 
SD-WAN technology is rapidly being deployed to address the challenge of delivering high 
quality application experience over lower cost Internet circuits.  SD-WAN is evolving to add 
additional capabilities to address the broader issues at the branch including the challenges 
of operating and securing the branch network.   According to a recent survey by 
Dimensional Data, 2/3 of IT organizations manage more than 6 (network/security) devices 
at the branch.   These devices include ethernet switches, routers, WAN optimization, 
various security appliances (firewalls, secure web gateways, and IPS/IDS), and Wi-Fi 
controllers.   
 
The complexity of branch operators is increased by the fact that in a majority (88%) of 
locations the network/security devices are from different suppliers – each with their unique 
management consoles.  See Figure 1 for the top challenges of Branch WAN management. 
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The Value of the Software Defined Branch 
 
The SD-Branch is redefining the architecture of branch connectivity and security.  Via 
virtualization and cloud-based intelligence, it will reduce or eliminate branch device sprawl 
– thus simplifying management and operations.   Organizations can rapidly deploy full 
featured networks at new branch locations without complex set-up requirements.   
Reducing the number of distinct network elements will result in significant savings in 
operational and capital expenditures. 
 
SD-WAN functionality provides the application layer intelligence with views as to where 
users are going and why.  Layers of advanced security are consolidated into the SD-Branch 
architecture with flexible options to provide the security functions at the branch or in the 
cloud.   Some critical requirements for SD-Branch include: 
 

• Full SD-WAN functionality, including routing 
• Dynamic, layered security including support for 3rd party security products 
• One touch remote implementation  
• Integrated management screen – analytics, configure different components, look at 

app performance – all in one 

IT organizations will want to migrate to a SD-Branch architecture at their own pace.  
Solutions must include compatibility with the existing installed base, open APIs, ability to 
run on standard platforms, and investment protection. 
 

 
Versa Networks Introduces SD-Branch 
 
Versa Networks provides a diverse set of software-defined infrastructure for enterprises to 
address their WAN and branch office challenges. Versa Software Defined WAN (SD-WAN) 
enables enterprises to rapidly increase their bandwidth and improve cloud-based 
application experience, provide IT flexibility and decrease the cost of their legacy WAN all 
with an application-driven and automated software-defined overlay solution. 
 
Versa enhances SD-WAN with Software-Defined Security (SD-Security) by offering native 
next-generation firewall and unified threat management services, securing application, 
user, device and site connectivity across the enterprise WAN, branch and private/public 
clouds. Enterprises can combine SD-WAN and SD-Security to transform to a software-
defined branch (SD-Branch) and experience the operational, financial and security benefits 
of a software-defined services architecture. 



Versa Software-Defined Branch (SD-Branch) transforms the enterprise branch through a 
cloud-native multitenant software platform with networking and security services. 
Enterprise IT can deploy a unified and fully automated services platform to solve their 
complex WAN and branch architectures.  See Figure 2.  Key features include: 
 

• Cloud-native platform with native IP advanced networking and security services 
consolidating and software defining the enterprise branch  

• Flexible deployment choices at the branch, hub or cloud utilizing Versa or 3rd- party 
white-box appliances or virtual instances  

• Distributed services and centralized control for elasticity and simplicity  
• Fully virtualized stack of services providing for underlay networking, SD-WAN and 

SD-Security services 
• Native virtualization support to host 3rd party virtual network services further 

increasing flexibility and future-proofing the WAN. 
• Contextual awareness of application, user, device and location providing end-to-end 

event and intent based routing. 

 
 

Figure 2 
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Recommendations for IT Leaders 
 
The branch network is a critical component of most organization’s digital transformation 
journey.   Use of popular cloud-based applications, increased mobility, new IoT devices, and rich 
applications requiring more bandwidth continues to stress branch WAN networks.  The 
plethora of branch network devices makes it challenging to deploy, secure, and manage branch 
operations.   
 
SD-WAN technologies are rapidly being deployed to deliver predictable application 
performance to hundreds of cloud-based applications and reduce bandwidth costs.  IT 
organizations should look beyond SD-WAN to the future architecture of their branch 
operations.  Software networking and virtualization now make it possible to collapse network 
device sprawl and eliminate network and security silos.  
 
SD-Branch provides the benefits of rapid deployment, consolidated management, integrated 
security, branch automation and lower costs.  IT organizations should carefully evaluate their 
migration to the SD-Branch.  The SD-Branch architecture should allow for ease of migration 
from the existing installed base.  Most organizations will consolidate some of their network 
elements (e.g. eliminating the branch router) at the beginning and expand the architecture over 
time - thus the ability to migrate at your own pace. 
 
Versa Networks Cloud IP Platform delivers an SD-Branch solution with a broad feature set that 
includes SD-WAN and SD-Security functionality.   It provides flexible deployment options in 
terms of hardware and ability to integrate with 3rd party security platforms.  Versa solutions can 
be deployed rapidly and managed centrally to reduce operations complexity. 
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